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IP Packet Sniffer

Summary

| P Packet Shiffer employsa“raw” socket to capture I P protocol packets traveling over your local network.
These packets contain data and communications information traveling on your local network. The packets may
originate from or be addressed to your computer. On the other hand, the data could be passing between
computers that are not yours.

Note: |P Packet Sniffer does not have access to the Ethernet header for the 1P packet.

Capture Dialog

Theinterfaceis shown below.

& IP Packet Sniffer - www . pttpsystems.com - 0] x|
Listening Interface
I 192 168 a 168 |Begin Eapturellﬂhurt Eapturell Configure
- Index Time-Stamp Size Prote Src IP Address  Dst IP Address Information -
a C.464080 48 TGP 192 .168.8.168 216.92 98147 < S¥H >
1 L.5E1688 44 TCP 216.92 . 98.147 192.168.0.168 < ACK 5YH >
o 2 L.5G1827 4a TGP 192 .168.0.148 216.92 .98 147 < ACK >
o L L.6473909 214 TCP 216.92 98_147 192.168.0.168 < ACK PSH >
5 L.698378 499 TCP 192 .168.8.168 216.92 98147 < ACK P35H >
G L.¥E1178 229 UDP 192.168.8.118 192.168.08.255 HETBIOS Datagram Service
7 L.¥E1321 229 UDP 192 168.8.1108 192 .168.0.255 METBIOS Datagram Service
8 L.795513 213 TCP 216.92 98 _147 192 .168.0.168 < ACK P5H >
9 L.795608 498 TCP 192 . 168.08.168 216.92 .98 147 < ACK PSH >
18 L.795818 48 TCP 192.168.8.168 216.92 98147 < S¥H > _:J
=B 23 L.552148 559 TCP 192.168.8.168 216.92.98.147 < ACK PSH > -
iulp Header
@ TCP Header
=-Data: 519 bytes
- 4F 45 G4 28 2F 28 48 54 54 58 2F 31 2e 31 8d Ba GET / HTTPA1.1..
~48 6F 73 T4 3a 20 77 77 FT 20 7O T4 74 7O 73 79 Host: wuw.pttpsy
- f3 T4 65 6d 73 2e 63 6Ff 6d Bd Ba 55 73 65 72 2d stems.com..User-
-1 67 65 6e F4 3a 20 4d 6F 7a 69 6C 6C 61 2F 35 Agent: Hozilla/ss
28 30 20 28 57 69 6e 64 6F 77 73 3b 28 55 3b 280 .9 (Windows; U;
57 69 60 64 6F FF 73 20 4e 54 28 35 2e 30 3bh 280 Windows HT 5.8;
- 6% 6 2d 55 53 3b 20 72 76 3a 31 Ze 37 29 28 47 en-US; rvi1.7) G
65 63 6b 6F 2Ff 32 30 30 34 39 37 30 37 20 46 69 ecko/20040707 Fi _:J

The IP address in the upper |eft corner isthe interface to which the program is currently listening.
The “Begin Capture’ button starts the capture process.

The windows are cleared each time that a capture isinitiated.

A running capture can be terminated before the capture limits are reached using the “ Abort Capture’
button.

The slider on the left controls the sizes of the two windows.

The capture configuration panel can be accessed through the “ Configure” button.
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The upper window shows a summary of the captured packets. The summary datainclude

packet number

time elapsed since capture was initiated (with microsecond resolution)

packet size

packet type (protocol)
source and destination | P addresses
summary information about the IP packet

If you double-click an item in the captured packet window, you will create a snapshot in afloating, modeless
window, as shown below. Thiswindow behaves in the same manner as the packet detail window discussed in

the next section.
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The lower window on the main interface shows the details for any packet selected in the captured packet

window.
= IP Packet Sniffer - www.pttpsystems.com - O] x|

Listening Interface

I 192 168 a 168 |Begin Eapturellnhnrt Bapturell Configure
5 5.690378 499 TGP 192 .168.8.168 216.92_98 147 < ACK PSH > _:J
6 5.791178 229 UDP 192 .168.8.118 192 .168.8.255 HETBIOS Datagram Service
7 .73 229 UDP 192 .168.8.118 192 .168.8.255 HETBIOS Datagram Service _J
8 5.795513 213 TCP 216.92_98 147 192.168.8.168 < ACK PSH >
9 5.795698 408 TCP 192 .168.8.168 216.92_98 147 < ACK PSH >
18 L.795818 g  TCP 192.168.8.168 216.92.98.147 < S¥YH >
" S.881722 214 TGP 216.92.98.147 192.168.08.168 < ACK P3H >

497 TCP 192.168.08.168 216.92_98.147 < ACK P3H > .:J

12 5.881916

E-Ip Header
- Uersion: 4
- Header Length:
- Packet Length

—Protocol: UDP (17)

T 701178 250 UDP 3

5 (32-bit words)
Bx808e5 (229) bytes

"195 168 B 285

NETBIOS Datagram Service

-Src IP: 192.168.8.118
- Dst IP: 192.168.8.255
-~ ID Bxcbe3d (52195)

- TTL Bx1e (3
=-Type of Service
.Reliability: @
'-Thruughput:
-Throughput:
-Delay:

‘. Precedence:
- MoreFrags @
- Ghecksum
=- UDP Header
- 3rc Port
--Dst Port
- Length 8z 00d1
- GChecksum Bxd2ca
=-Data: 281 bytes
-18 82 b2 65 cB aB
-~ 4f W5 b b 45 45
~ 41 b 4 b 43 4G
~28 43 M 43 M1 43
~41 43 41 43 41 43
--4e B8 ff 53 4d 42

Bx008a
Bx008a

a)

DontFrag @
Bx4d67 (19815)

FragOffset 8

(138)

{(138)

(2089}
{53962)

08
ug
u7
41
31
25

6e 00 8a 88 bb 0D 88 2@
N5 N6 A5 42 h6 A3 43 he
6 43 A3 41 43 41 A2 41
B3 41 A3 41 43 41 A2
43 41 43 41 43 41 A3 4
90 00 00 00 @0 @@ 00 00

HETBIOS Datagram Service

45 . fef”.n...».. E
46 OEFFEEHEFEBFCCHNF
88 AFDFCFGFCCACACA.
43  CACACACACACACAC
42 ACACACACACACACAB

B8 H.iSHB%......
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The packet details that may be shown include
fieldsfor the I P packet
fields of the UDP, TCP, ICMP or IGMP portion of the packet
packet payloads are also broken out for ICMP packets.
dataformats that are unknown, or just raw data are displayed using a combination of hexadecimal
and ASCII text display.

Packet detail toggle states for the tree view are persistent.

Configuration Dialog

| P Packet Shiffer can be configured in number of waysto help you look at your network traffic. The interfaceis
shown below.

Configure Capture

Listening Interface IP I 192 . 168 . 0 . 168
Available Interfaces [Double-click the interface IP address to select]

= Realtek RTL8139810x Family Fast Ethernet NIC
. Type: ETHERNET
HY Addr: 00:40:f4:66:4d:h7
05 Name: {DB933B92-6D85-A4EAC-A1A0-B18DEBBI1 BA4}
El IF" Addresses
- 192.168.0.168 - Mask: 255.255.255.0
= DNS Servers

—Capture Limits

|1 ooo Packets |1 oo KiloBytes |3EI]I] Seconds

—Packet Filtering

—Protocols —— IP Addresses
[ Enable Apply |

vV UDP Addr| 192 . 168 . 0 . 168 |Capture IP ~]
¥ ICMP Net

2hh . 2585 . 265 . 255 -
¥ IGMP Mask ISr[: or Dst Addr J
v TCP <ipfilter action="capture” dir="both" ip="0.0.0.0" netmask="0.0.0.0"
~ OTHER | |P

Done

Listening Interface

The IP addressin the top middle of the window shows the I P address to which the listening socket is bound. IP
Packet Sniffer can use any interface (Ethernet card) on your system that supports raw sockets.
WWW.pttpsystems.com © Eric Fredericksen 2002-2004



Www.pttpsystems.com © Eric Fredericksen 2002-2004

At program startup the raw socket is bound to the first available interface. If that interface does not support
either raw sockets or raw sockets in “promiscuous’ mode, then an error message is displayed an you will need
to go to the configuration dialog to select an interface.

Note: most, if not all, wireless cards do not support raw/promiscuous sockets.

Binding to an Interface

To bind to an interface that is not the default (first available) interface on your system, expand the “1P
Addresses’ section of the interface description of your choice then double-click the IP address of interest. If you
have multiple IP addresses assigned to an interface, pick the appropriate IP address.

Capture Limits

| P Packet Shiffer can be configured to limit the packets captured to be less than the internal maximum values.
The program currently only captures data to a 1024K byte memory buffer which can fill up very quickly when
downloading, say, the front page of abusy website.

The limit parameters are:

captured packet count (internal maximum of 8096)
captured byte count in kilobytes (internal maximum of 1024Kb)
capture time in seconds (unlimited)

Packet Filtering

I P Packet Shiffer can capture | P packets based on acceptance criteria so as to smplify searching for specific
information. A busy network can produce alarge amount of data, and who wants to sift through thousands of
packets to find the needle in the hay stack? ©

Protocol, or Packet Type

Thefirst and simplest filtering criterion is the type of 1P packet. The packet types are grouped into five
protocols categories. UDP, TCP, ICMP, IGMP, and OTHER. By default, UDP, TCP, ICMP, and IGMP
packets are captured while OTHER packets are filtered out.

IP Addresses

The second criterion for | P packet filtering is the source and destination | P addresses in the | P packet. | P Packet
Sniffer allows you to choose to either accept or ignore asingle IP address or a single group of 1P addresses on a
single network based on the source IP, destination IP, or both. 1P address filtering is disabled by default.

To enable thisfilter mechanism, enable the “Enable”’ check box.
To configure the IP filter, fill in the IP address or the network address and mask. Next, choose the appropriate

capture/ignore and direction configurations using the drop-list menus on the right side of that section. Push the
“Apply” button —asummary of the filter configuration will appear in the lower window.
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